This paper presents a new method for image encryption by integrated pixel scrambling plus diffusion technique [IISPD]. The algorithm makes use of full chaotic property of logistic map and reduces time complexity. The algorithm calculates the permuting address for row by bit xor'ing the adjacent pixel values of original image. Similarly, the algorithm calculates the permuting address for column by bit xor'ing the adjacent pixel values of original image. Therefore, the new technique does not require the knowledge of probability density function of the chaotic orbits a priory, thus it reduces the complexity of the proposed technique. The diffusion is performed after scrambling and is based on two chaotic maps. Therefore, the key space and security of the algorithm is increased. The security analysis and its experimental analysis show that the proposed technique is highly sensitive to initial conditions. It also has higher key space, and higher degree of scrambling.
Introduction
Information security is one of the important challenging tasks in the present day world, as there is a rapid growth in the rate at which the information is being disseminated. Today, all networks are being interconnected, installed, and connected to the global internet. In Recent days more and more information has been transmitted over the internet. The information is not only text, but also audio, image, and other multimedia. Images are the integral part of the information in engineering, military, medical and industrial applications and have been widely used in our daily life. Image security has become an important topic in the recent digital era. However, the more extensively we use the images, the more important their security will be. The security threats have increased and so is the cyber crime.
Most of the available encryption algorithms are used for text data to ensure data security such as DES, AES, IDEA, RSA, etc. Due to bulk volume of data size and real time constrains, algorithms that are good for textual data may not be suitable for multimedia data [2] - [4] . However, this conventional number theory based encryption algorithms do not seem to be appropriate for the images due to some intrinsic features of images such as bulk data capacity, high redundancy, strong correlation among adjacent pixels, etc. A direct and obvious way to protect the information from unauthorized eavesdropping is to use an encryption algorithm to mask the information, which has led to the development of various number theories based encryption techniques. [1, 2] .To provides a better solution to image security problems, a number of image encryption techniques [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] have been suggested during last decade. Chaos theory has been established by many different research areas, such as physics, mathematics, engineering, and biology. [1] . Since last decade, many researchers have noticed that there exists the close relationship between chaos and cryptography [2, 3] . The distinct properties of chaos, such as ergodicity, quasi-randomness, sensitivity dependence on initial conditions and system parameters, have granted chaotic dynamics as a promising alternative for the conventional cryptographic algorithms. Chaos-based cryptography is relied on the complex dynamics of nonlinear systems or maps which are deterministic but simple. Therefore, it can provide a fast and secure means for data protection, which is crucial for Multimedia data transmission over fast communication channels, such as the broadband internet communication. Chaos seems to be a good candidate due to its ergodicity and complex dynamics. In Pareek et al. [13] , an image encryption scheme utilizing two chaotic logistic maps and an external key of 80-bit. The initial conditions for both logistic maps were derived from the external secret key. The first logistic map was used to generate numbers in the range between 1 and 24 and the initial condition of the second logistic map was modified by the numbers generated by the first logistic map. The authors showed that by modifying the initial condition of the second logistic map in this way, its dynamics became more random. Kwok et al. [15] proposed a fast chaos-based image cryptosystem with the architecture of a stream cipher. It can be noticed that most of the image encryption designs are in the form of block cipher, which is usually considered faster than its counterpart, stream cipher. In this paper, a novel image encryption by integrated pixel scrambling plus diffusion technique [IIPSD] , is proposed, and it is demonstrated that a well-designed chaos-based cipher can be a good candidate for speed and security. The chaotic binary sequence is generated based on size of the image, secret key and µ. The encryption step proposed in the algorithm consists of a simple bitwise XOR operation of the plain image binary sequence with the key stream binary sequence to produce the cipher image binary sequence. Then, a detailed statistical analysis on the proposed encryption scheme is given. The experimental results based on chaotic logistic maps approve the effectiveness of the proposed method, and the chaotic maps shows advantages of large key space and high-level security. Having a high throughput, the proposed system is ready to be applied in fast real time encryption applications.
Chaotic Maps
The chaos can be generated by using various chaotic maps. Here 1 D chaotic map is used to produce the chaotic sequence which is used to control the encryption process. In the logistic map, as μ is varied from 0 to 4, a period-doubling bifurcation occurs. In the region
, the map g μ possesses one stable fixed point. As μ is increased past 3, the stable fixed point becomes unstable and two new stable periodic points of period 2 are created. As μ is further increased, these stable periodic points in turn become unstable and each spawns two new stable periodic points of period 4. Thus the period of the stable periodic points is doubled at each bifurcation point. Each period-doubling episode occurs in a shorter "parameter" interval, decreasing at a geometric rate each time. Moreover, at a finite μ, the period-doubling episode converges to an infinite number of period doublings at which point chaos is observed.
The Proposed Image Encryption Scheme

3.1Key Stream Generator
Generate a random sequence from the logistic map with secret key A secret key value is 0
x its typical value is 0.9876543219991.Depending on the value of μ, the dynamics of the system can change dramatically. The choice of μ in the equation above guarantees the system is in chaotic state and output chaotic sequences n x have perfect randomness [22, 23] .
There are two logistic maps generated based on two floating point numbers and one integer number. This integer number is height / width of the image. The first chaotic logistic map is said to be X k and second chaotic logistic map is said to be Y k .For the first logistic map two floating point numbers are secret key, m and integer number, which is size of the image. Similarly, second logistic map is generated based on two floating point number are secret key (which is passed as parameter obtained from the first chaotic logistic map), m and integer number, which is size of the image. Then the values generated by both the chaotic maps are converted in to decimal.
3.2Design of Encryption and Decryption Model
The encryption model is simple .First the adjacent pixels of an image in a row is bitwise xor'ed with its neighbor pixels and based on chaotic key X k the pixels are scrambled. This process is repeated for all the rows until it creates a row scrambling. Similarly the adjacent pixel of an image in a column is bitwise xor'ed with its neighbor pixels and based on chaotic key Y k the pixels are scrambled. This process is repeated for all the columns until it creates a column scrambling .The combination of both row and column scrambling will form a cipher image1.Then the diffusion process is carried out by bitw ise xor 'ing ciphe r image 1 and c haotic key Y k ,generates a cipher image2. (Figure 1 ).
Decryption operation is similar to the encryption. The only differences being that the key is traversed in the reverse direction and the rotations based on the key bits. The key bits are used to rotate the pixel in the opposite direction to the one used in encryption. For example, if the in encryption the row was rotated right-ward, then in decryption it is rotated left-ward. And in order to retain the correct sequence of rotation, the key is traversed in the reverse direction in all the rotation loops. 
3.3Algorithm Reading of (plain) original image (OI):
The original image is converted to gray scale if it is color image. OI = {OI i,j}, where 1 iH ££ and 1 jW ££ , H and W, respectively, are height and width of the original image in pixels.
The secret key
The secret key in the proposed encryption technique is a set of two floating point numbers and one integer x=(mu ,xo,H),Where mu is m its typical value is 3.9876543210001, X0 is initial value of the chaotic map i.e key its typical value is 0.9876543219991 and W is width of the image. y=(mu,x(R),col)
Where mu is m its typical value is 3.9876543210001,x(R) is last value of x map and col is Width of the image.
X Key = The logistic map is generated with the value said above and x is value is multiplied with number of rows and fixed as ROW. Y key = The logistic map is generated with the value said above and y is multiplied with the number of columns and fixed as Column. Row Scrambling
Step 1 
4.Statistical Analysis -Quality of Image Encryption measuring factors
4.1Histograms analysis
To prevent the leakage of information to an opponent, it is also advantageous if the cipher image bears little or no statistical similarity to the plain image. An image histogram [1] , [3] , [4] , [10] , [14] and [15] illustrates how pixels in an image are distributed by graphing the number of pixels at each color intensity level. We have calculated and analyzed the histograms of the several encrypted images as well as its original images that have widely different content. One typical example among them is shown in Figure. 
Correlation Co -efficient analysis
For a plain image having definite visual scene, each pixel is highly correlated with its adjacent pixels either in horizontal, vertical direction and diagonal direction. In ideal case an image encryption scheme should produce a cipher image with no such correlation in the adjacent pixels (See Figure 3 b ). In Table 1shows that, we have given the horizontal, vertical and diagonal correlations of the adjacent pixels in cipher images [1] , [4] , [10] , [14] and [15] . In Table 2 [15], we have given the correlation coefficients for the original and encrypted images. It is clear that the two adjacent pixels in the original image are highly correlated, but there is negligible correlation between the two adjacent pixels in the encrypted image. For this purpose, we use the following formula: [15] , meaning that a smallest change in the key will cause a significant change in the output. In the proposed method, we use the fixed initial value 'χ0= .123456789, y0= 0.265200000 ', changing the system parameter μ with a single bit. We know that the system parameter can be any value in the finite area 3.569945<μ≤4, thus we can provide μ(1) and μ(2) with the same value. The key sensitivity test is performed in detail according to the following steps: First, a 256x256 image (Figure 2 a) is encrypted by using the test key1 = 0.123456789 and its corresponding encrypted image is referred as encrypted image A ( Figure. 5 (a) ).
(2) Then, the least significant bit of the key is changed, so that the original key becomes key2 Key2 = 0.123456788, which is used to encrypt the same image, and its corresponding encrypted image is referred as encrypted image B ( Figure. 5 (b) ). (3) Again, the same image is encrypted by the key3 = 0.123456787 and its corresponding encrypted image is referred as encrypted image C ( Figure. 6 (c) ). (4) Finally, the above three encrypted images A, B and C, encrypted by the three slightly different keys, are Compared. The proposed encryption algorithm uses three different chaotic map, chaotic maps with different initial values. One map for row scrambling, one map for column scrambling and another for XOR operation .So, this scheme provides a choice of using three different keys. It provides a larger keys space of iterations (logistic map) to skip before the actual encryption/decryption starts. In Table 3 , the key key-sensitive analysis are tabled, the complete key space for the proposed encryption /decryption technique is ~10 45 , i.e., we get the effective key of log 2 [(10.558) 3 X 10 45 ] ~ 157 bits, which is sufficient enough to resist the brute-force attack. The NPCR [4] value of the difference image is as follows: NPCR of AB = 99.6002, NPCR of BC = 99.6239 and NPCR of CA = 99.6140. 
Conclusion
The security of an image data is different from that of a text file. Because of its intrinsic characteristics, the encryption speed and algorithm simplicity are usually considered to be more important than the absolute security. Chaos theory has already proved that it is an excellent alternative to provide a fast, simple, and reliable image encryption scheme and has a high enough degree of security. In this paper [IISPD] , an image encryption scheme is proposed based on combined scrambling and diffusion technique using two chaotic maps have been described. The system is block cipher based architecture and its effectiveness is tested in MATLAB 7.6 version. Chaos-based image encryption schemes are very practical. A detailed statistical analysis is given above and the experimental results shows, that it outperforms the existing techniques, both in terms of speed and security. From an engineer's perspective, chaos-based image encryption technology is very promising for real-time security of a still image and video communications in military, industrial, and commercial applications. The proposed method can be tested in real time application like wireless communication, Ad hoc networks, etc and also to be implemented & tested in VLSI &FPGA chips.
